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Solusi Teknologi, Infrastruktur & Keamanan
Siber Terintegrasi

Integrated Technology, Infrastructure & Cybersecurity Solutions
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01/ COMPANY

Tentang Kami

About Us

PT Jaya Cipta Digital adalah perusahaan teknologi dan engineering yang menyediakan solusi al
terintegrasi untuk kebutuhan internet & jaringan, pengembangan software dan web, CCTV & L
sistem keamanan, data center, keamanan siber, serta RFID dan IoT monitoring. A

Dengan pengalaman lebih dari satu dekade di industri teknologi dan pembangunan, JCD mendukung kebutuhan iy =
sektor swasta dan pemerintahan melalui solusi yang praktis, terukur, scalable, dan berorientasi hasil. JCD juga e 4
merupakan member APJII untuk mendukung ekosistem konektivitas internet yang lebih kuat di Indonesia.

PT Jaya Cipta Digital is a technology and engineering company delivering integrated solutions across internet
& networking, software and web development, CCTV & security systems, data center, cybersecurity, as well as
RFID and IoT monitoring.

With more than a decade of industry experience, JCD supports private- and public-sector needs through practical, measurable, scalable,
and reliable solutions. JCD is also an APJII member, strengthening its role within Indonesia’s internet connectivity ecosystem.
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02 / DIRECTION

— Visi, Misi & Komitmen

Vision, Mission & Commitment

® VIsI

VISION

Menjadi pemimpin dalam menyediakan solusi
teknologi terbaik yang mendukung
pertumbuhan dan keberlanjutan bisnis.

To become a leading provider of technology
solutions that support business growth and
sustainability.
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£ MisI

MISSION

Menyediakan solusi teknologi inovatif,
membangun hubungan jangka panjang, dan
memberikan layanan berkualitas tinggi.

Deliver innovative technology, build long-term
relationships, and provide high-quality
services.
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11 KOMITMEN LAYANAN
SERVICE COMMITMENT

Pendekatan end-to-end: assessment, design,
implementation, monitoring, support, dan
continuous improvement.

An end-to-end approach covering assessment,
design, implementation, monitoring, support,
and continuous improvement.
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03 / DELIVERY

— Bagaimana Kami Bekerja
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How We Work
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Client Meeting Assessment < ' Strategy o melementatlo Monitoring Support
 IT -
P T .=
Pemetaan . ) : => . ) = o Dukungan &
kebutuhan Data & site survey Desain solusi Deploy & integrasi 2 KPI & optimasi improvement .
s,
quu:rements 2 O S Solution design pep ) ”?e”t = KPI and optimization $up e =
iscovery assessment integration improvement -
-
p” i oo~ 3 =
Setiap proyek dimulai dari kebutuhan pelanggan, diterjemahkan menjadi desain solusi, kemudian diimplementasikan dan dimonitor dengan .
indikator yang jelas. .

Every project starts with customer requirements, is translated into a solution design, then implemented and monitored using clear performance indicators.
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04 / PORTFOLIO

Portofolio Solusi Terintegrasi

Integrated Solution Portfolio
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’,'.\\ Internet & Network = Data Center & Managed IT

Connectivity, routing & network

implementation Server, command center & monitoring

Solusi terintegrasi yang dapat
disesuaikan dengan skala dan
kebutuhan proyek.

Solusi terintegrasi yang dapat
disesuaikan dengan skala dan
kebutuhan proyek.

Integrated solutions adaptable to
project scale and operational needs.

Integrated solutions adaptable to
project scale and operational needs.
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3K HVAC & Cold Chain

AC, chiller, freezer & cold storage

3 ;'_i’.

© Cyber Security

Assessment, pentest, awareness &
gellallsle}

Solusi terintegrasi yang dapat
disesuaikan dengan skala dan
kebutuhan proyek.

Solusi terintegrasi yang dapat
disesuaikan dengan skala dan
kebutuhan proyek.

Integrated solutions adaptable to
project scale and operational needs.

Integrated solutions adaptable to
project scale and operational needs.
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B¢ ccTV & Smart Security

CCTV, Al surveillance & access security

<[> Web & Software

Web, desktop, mobile & hosting

Solusi terintegrasi yang dapat
disesuaikan dengan skala dan
kebutuhan proyek.

Solusi terintegrasi yang dapat
disesuaikan dengan skala dan
kebutuhan proyek.

T
Integrated solutions adaptable to Integrated solutions adaptable to !;.;f ‘f
project scale and operational needs. project scale and operational needs. -'T-:-’_
S - L’“ﬂ A S e -4
; P s B & 5 % ST
I L 3

ala Civil Contractor @ RFID & IoT l

Building & facility support Tracking, sensors & dashboard 1

Solusi terintegrasi yang dapat
disesuaikan dengan skala dan
kebutuhan proyek.

Solusi RFID dan IoT untuk asset tracking,
monitoring sensor, alert otomatis, dan
dashboard real-time.

RFID and IoT solutions for asset tracking,
sensor monitoring, automated alerts, and
real-time dashboards.

Integrated solutions adaptable to
project scale and operational needs.
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~ 05 / CONNECTIVITY

" Internet & Network Solutions

Internet & Network Solutions

— B0
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( BUSINESS CONNECTIVITY )

2 Desain & implementasi jaringan end-to-end

____J End-to-end network design and implementation

y? Manajemen infrastruktur & dukungan teknis

—J Infrastructure management and technical support

& Skalabilitas bandwidth 10 Mbps hingga 10.000 Mbps
Scalable bandwidth from 10 Mbps up to 10,000 Mbps

». Koneksi andal untuk kebutuhan bisnis : - -

A\ /4

Reliable connectivity for business operations - =

JCD membantu pelanggan membangun koneksi internet dan jaringan yang
stabil dari tahap desain, instalasi, konfigurasi, hingga dukungan operasional. -

JCD helps customers build stable internet and network connectivity from design, installation, and
configuration through ongoing operational support.
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p— 06 / INFRASTRUCTURE
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~ Data Center & Managed IT

Data Center & Managed IT
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( IT INFRASTRUCTURE ]

= Infrastruktur server & data center

Server and data center infrastructure

Command center & monitoring

Command center and monitoring

RFID & IoT monitoring
RFID and IoT monitoring

) [0

@ IT management & operational support - - :

IT management and operational support - -
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Layanan ini mengintegrasikan server, konektivitas, command center, RFID, IoT monitoring, * =
serta dukungan TI agar operasional lebih terpusat, terhubung, dan terukur. ! .
This service integrates servers, connectivity, command centers, RFID, IoT monitoring, and IT support to ’ ' =
make operations more centralized, connected, and measurable. : —_
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07 / DIGITAL
[l

Web Development & Software Engineering
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( DIGITAL SOLUTIONS )

Website dari skala bisnis hingga corporate

<[>
) Websites from business to corporate scale

& Domain, hosting, deployment & monitoring
____J Domain, hosting, deployment and monitoring

- Aplikasi web & desktop sesuai workflow
Web and desktop applications aligned with workflows

0 Aplikasi Android & iOS
) Android and iOS applications

Pengembangan dilakukan berdasarkan proses bisnis dan kebutuhan data pelanggan, sehingga aplikasi
dapat digunakan sebagai alat operasional, monitoring, reporting, maupun layanan digital.

Development is aligned with customer workflows and data needs, enabling applications to support
operations, monitoring, reporting, and digital services.

Web Development & Software Engineering
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08 / SECURITY

CCTV, RFID & IoT Monitoring
CCTV, RFID & IoT Monitoring

@ o Mo ST WEE W AR

"'-:‘-‘-
( SMART SECURITY & IOT )
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Distribusi, instalasi & integrasi CCTV
CCTV distribution, installation, and integration

Al surveillance, video analytics & remote monitoring
Al surveillance, video analytics, and remote monitoring

Access control, smart door & RFID system
Access control, smart door, and RFID systems

IoT monitoring untuk aset, lingkungan & utilitas
IoT monitoring for assets, environment, and utilities

Layanan keamanan dapat dikembangkan menjadi sistem terintegrasi dengan CCTV, RFID, sensor IoT,
access control, dashboard monitoring, dan alert otomatis untuk pengawasan yang lebih proaktif.

Security services can evolve into an integrated system using CCTV, RFID, IoT sensors, access control,
monitoring dashboards, and automated alerts for more proactive supervision.




@ HVAC, Medical Freezer & Cold Storage

HVAC, Medical Freezer & Cold Storage
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[ HVAC & COLD CHAIN )

g8° AC split, cassette, split duct hingga chiller

Split, cassette, split duct, and chiller systems

o Tim teknis profesional & kompeten

____J Professional and competent technical team

sk Medical freezer & cold storage

) Medical freezer and cold storage

p1{ Dukungan penyimpanan suhu rendah yang sensitif

) Support for sensitive low-temperature storage

Solusi fasilitas dirancang untuk menjaga kenyamanan, keandalan ruang keria dan server, sekaligus
mendukung kebutuhan penyimpanan vaksin, darah, reagen, dan sampel biologis sensitif.

Facility solutions support workplace and server-room reliability while enabling low-temperature storage for
vaccines, blood, reagents, and sensitive biological samples.




@ 10 / FACILITIES

Civil Contractor & Facility Support

Civil Contractor & Facility Support

.
3

i ( FACILITY DELIVERY )
at e,

g Pekerjaan gedung & konstruksi pendukung

___J Building and supporting construction works

> - . <

y? Perbaikan fasilitas & interior kantor
) Office facility and interior repairs

; K Persiapan ruang untuk instalasi teknologi
) Site preparation for technology installation

.. Pelaksanaan oleh tim berpengalaman

Delivered by an experienced professional team

— Unit civil mendukung kesiapan lokasi agar implementasi jaringan, CCTV, data center, HVAC,
maupun sistem keamanan dapat dipasang secara rapi, aman, dan siap operasional.

The civil unit prepares project sites so networking, CCTV, data center, HVAC, and security systems can be
installed safely, neatly, and operationally ready.




? 11/ CYBER SECURITY
Cybersecurity Capability Portfolio

Cybersecurity Capability Portfolio
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- Q Vulnerability Assessment ¥¥ Penetration Testing . :0 Security Awareness l
— Identify and prioritize weaknesses Simulate attacks and validate controls Strengthen user security behavior Ii_lllﬁ“
>
olusi disusun sesuai kebutuhan, tingkat risiko, dan tujuan organisasi Solusi disusun sesuai kebutuhan, tingkat risiko, dan tujuan organisasi olusi disusun sesuai kebutuhan, tingkat risiko, dan tujuan organisasi .
—— Solutions are tailored to organizational needs, risk levels, and objectives . Solutions are tailored to organizational needs, risk levels, and objectives Solutions are tailored to organizational needs, risk levels, and objectives ?
/2 Red /Blue Team Training I Q_ Cyber Intelligence & OSINT - § U Cyber Lab & Talent
I'q' -
Build practical cyber skills : Collect, analyze and investigate LH Scenario-based labs and assessments
-
Solusi disusun sesuai kebutuhan, tingkat risiko, dan tujuan organisasi ] Solusi disusun sesuai kebutuhan, tingkat risiko, dan tujuan organisasi
— Solutions are tailored to organizational needs, risk levels, and objectives

Solusi disusun sesuai kebutuhan, tingkat risiko, dan tujuan organisasi
Solutions are tailored to organizational needs, risk levels, and objectives

Solutions are tailored to organizational needs, risk levels, and objectives
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12 / ASSESSMENT

Vulnerability Assessment

Security Weakness Discovery & Prioritization

2 o - - - - u.

( ASSESS )

Identifikasi celah keamanan yang diketahui

Identify known security weaknesses

-

Scanning sistem, network & aplikasi .

System, network, and application scanning

» #1171 I

Klasifikasi severity & prioritas remediation

Severity classification and remediation priority

Cocok untuk pemeriksaan rutin & baseline

Suitable for routine checks and security baselines

o k| [m o

Vulnerability Assessment memberikan gambaran luas terhadap security posture untuk membantu
grganisasi memprioritaskan perbaikan sebelum kelemahan dimanfaatkan oleh pihak yang tidak
erwenang.

Vulnerability Assessment provides a broad view of security posture to help organizations prioritize
remediation before weaknesses can be exploited.

1



13 / VALIDATION

Penetration Testing

Realistic Security Validation

2 o - - - [ | L.J

TEST )

-

Simulasi serangan dengan skenario realistis

Simulate realistic attack scenarios

Kombinasi automated tools & manual techniques .

Automated tools combined with manual techniques

» #1171 I

Menguji exploitability & business impact

Validate exploitability and business impact

(
o
e
13
Rekomendasi remediation berbasis temuan

Remediation recommendations based on findings

Penetration Testing digunakan untuk memvalidasi seberapa efektif kontrol keamanan menghadapi
teknik serangan nyata, sekaligus menunjukkan dampak dan jalur serangan yang perlu ditutup.

Penetration Testing validates how effectively security controls withstand real attack techniques while
demonstrating impact and attack paths that require remediation.

1



@ VA vs Penetration Testing

Vulnerability Assessment vs Penetration Testing
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+ Aspek / Aspect
ﬁ
T —
~~ Tujuan/ Purpose Menemukan kelemahan Menguiji efektivitas kontrol
. -
Sete B
E ! Metode / Method Scanning dominan otomatis Tools + manual testing
;
Kedalaman / Depth Luas, baseline Dalam, terarah
Output / Outcome Daftar vulnerability & severity Exploitability, impact & remediation
Penggunaan / Ideal For Routine check & compliance Defense validation & attack scenario

I VA dan Pentest saling melengkapi: VA memberi cakupan luas, sedangkan Pentest memberi validasi mendalam terhadap risiko yang dapat
dieksploitasi.

A

Nt

VA and Pentest complement each other: VA provides broad coverage, while Pentest gives deeper validation of exploitable risks.

1



° 15 / HUMAN LAYER
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~ Cybersecurity Awareness Program

Cybersecurity Awareness Program
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. ; ; 0.0 S Ea— : Audiovisual Educational
° ‘ Expert-led sessions et gﬁg‘g e e Hands-on simulations GPostersgliRaReiale Articles & case studies
‘o T Program dapat dikustom sesuai Program dapat dikustom sesuai Program dapat dikustom sesuai Program dapat dikustom sesuai Program dapat dikustom sesuai
kebutuhan organisasi. kebutuhan organisasi. kebutuhan organisasi. kebutuhan organisasi. kebutuhan organisasi.
]
.y Programs can be customized to Programs can be customized to Programs can be customized to Programs can be customized to Programs can be customized to
» organizational needs. organizational needs. organizational needs. organizational needs. organizational needs.
|
T ' . | S
- ’ " T
Topik Utama / Featured Topics -

r
ybersecurity Fundamentals . Social Engineering & Phishing —
|
h—— Fondasi keamanan siﬁ o Mengenali manipulasi dan pesan palsu
- -\ ]

Secure Mobile & Laptop,_ / Ransomware Awareness |
Y . !
Perlindungan perangkat kerja ";:i egahan & respons awal '
\

... ° Personal Data Protection (UU PDP) ‘/ ‘
& i

3 Pemahaman perlindungan data

- v




?’ 16 / TECHNICAL TRAINING
- Technical Cybersecurity Training

Red Team, Blue Team & Cyber Intelligence

=118 > Botie ™" Cone N OSERA., " S SN
€) RED TEAM U BLUE TEAM
OFFENSIVE SECURITY DEFENSIVE SECURITY
Basic: ethical hacking, tools & methodology. & Basic: cyber defense, network security &

malware analysis.
Intermediate: attack simulations &
penetration testing. Intermediate: threat detection, incident

response & security operations.
Advanced: red teaming & advanced
exploitation. B Advanced: threat intelligence, forensics &

" cyber risk mitigation.

Target: pentesters, security analysts, red
teamers. Target: SOC, IT security and forensic teams.

T (67 | o

Q CYBER INTELLIGENCE
OSINT & THREAT HUNTING

Basic: OSINT fundamentals, data collection &
analysis.

Intermediate: social engineering & cyber
threat intelligence.

Advanced: digital forensics, automation &
advanced intelligence gathering.

Target: analysts, investigators and threat
researchers.
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@ 17 / LAB & TALENT

Cyber Lab & Talent Development

Cyber Lab & Talent Development
../ YECE BT SE RIS R _SralT

( PRACTICE & ASSESS ]

o Lab ofensif & defensif berbasis skenario

) Scenario-based offensive and defensive labs

¢ | Technical assessment untuk screening talent

Technical assessments for talent screening

i
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Video-on-demand for upskilling and reskilling
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— ? Video-on-demand untuk upskill & reskill
o

Custom lab sesuai kebutuhan organisasi T |

Custom labs aligned with organizational needs

=
=
lIllr:-l!
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N

Lingkungan lab membantu peserta belajar melalui simulasi praktis, challenge, serta evaluasi
kemampuan teknis yang lebih objektif untuk pengembangan maupun proses rekrutmen. [

The lab environment supports practical simulations, challenges, and more objective technical capability L
assessment for workforce development and recruitment.

-....__________, J——



18 / VALUE
[A]

Mengapa PT Jaya Cipta Digital

Why PT Jaya Cipta Digital
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£ Solusi Terintegrasi st End-to-End Delivery Ef Lintas Sektor

Integrated Solutions End-to-End Delivery Cross-Sector Experience o
Satu mitra untuk network, data center, Assessment, design, implementation, ) = ‘
: . ot K, . Mendukung kebutuhan swasta, pemerintah,

software, physical security, cyber, facilities dan _ monitoring, support dan continuous MG A =
Iy ~ . institusi dan proyek multi-unit. i g
civil. - -f| improvement. ¥
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1% Member APJII @ Skalabel S0 Security-Oriented B

APJII Membership Scalable Security-Oriented

Terhubung dengan ekosistem internet
Indonesia melalui keanggotaan APJII untuk
mendukung kualitas konektivitas dan
kolaborasi industri.

Solusi dapat ditingkatkan mengikuti
pertumbuhan bisnis dan kompleksitas
operasional.

Keamanan fisik dan digital dipertimbangkan
sejak tahap desain solusi.
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19 7/ EXPERIENCE

Pelanggan & Referensi Pengalaman

Customers & Experience References

i

JCD memiliki pengalaman mendukung kebutuhan teknologi, infrastruktur, keamanan, dan fasilitas pada
berbagai jenis organisasi. Referensi nama/logo pelanggan mengikuti company profile sebelumnya dan
dapat ditampilkan sesuai kebutuhan tender atau presentasi.

JCD has experience supporting technology, infrastructure, security, and facility requirements across multiple organization types. Customer names/logos can be
presented according to the references in the previous company profile when required for tenders or presentations.

Sandyakala Amerta Nusantara Vestor Group Omah WiFi
Private-sector projects Public-sector collaboration Multi-unit operational support
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20 / COVERAGE

Jangkauan Layanan

Service Coverage

¥ 3 & '3

-

Layanan kami mampu menjangkau
berbagai wilayah di Indonesia.

Our service capability can support projects across Indonesia.

«oo | Tim solid & kolaboratif

Solid and collaborative team

ﬁ Multi-unit & multi-sektor

) Multi-unit and multi-sector support

@ Model implementasi fleksibel

Flexible delivery model



PT. JAYA CIPTA DIGITAL

Mari Bangun Solusi Berikutnya

Let’s Build What's Next

Integrated Technology °* Infrastructure

Cybersecurity

PT JAYA CIPTA DIGITAL

.

K

®

Phone / WhatsApp

081230927648

Email

info@jayaciptadigital.com

Office

JI.Menpor Palsigunung No.17, Tugu, Kec. Cimanggis, Kota
Depok, Jawa Barat 16451

Website

www.jayaciptadigital.com

INDONESIA / ENGLISH // 2026
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